
CYBER SECURITY

The key trends in the Cyber Security 
industry for 2022.



INTRODUCTION

As we enter 2022, we have collated the key trends in the Cyber 
Security space for 2022.

Some of the trends range from addressing the skills shortage to 
stopping ransomware through to protecting cloud environments.

We hope you find the insights in this ebook valuable for you and your 
teams.

All the best,

neuco’s Cyber Security team
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Director & Co-Founder
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Harry Baldwin
Associate Consultant

John Clifton
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With an estimated 3.12 million cyber security jobs needing filling, more than double the current 
number of workers in the field. The skills shortage needs addressing here’s some of the ways we think 
the cyber security industry can fill these roles.. 

  Giving students real world experience. 

With plenty of schools and universities offering cyber security education programs. Businesses could 
look to provide students with hands-on training and real-life situations to help them learn quicker 
and practically. Having technical knowledge is only half the skill, but with hands on training, under 
pressure newly graduated students will have practical knowledge not just theoretical. 

  Make your business more attractive. 

As a business, making yourself attractive to both external and internal candidates. We think 
businesses needs to be:  

Connecting with local schools and universities, engaging with students and showcasing the industry. 

Offering on the job training, allowing current employees the opportunity to evolve into new positions 
and learn the necessary skillsets. 

Provide practice facilities, having a lab where new recruits can practice offensive cybersecurity, not 
just defensive and be able to work on breaking and fixing systems. 

Create an environment that encourages growth, curiosity and empowerment. 

The cyber security skills gap is big, but if businesses can build the foundation to allow learning, 
evolution of current employees and engage with local schools and university we will find the industry 
in a position to successfully combat threat actors in the coming years. 

ADDRESSING THE SKILLS SHORTAGE
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There is a massive potential for AI to have a positive effects on the fight against cyber crime. AI 
algorithms could use training data to learn how to respond to different situations. They could learn by 
copying and adding additional information as they go along. Here’s some of the positive ways AI could 
be levaged in the cyber security industry. 

  Threat hunting.

Signature-based techniques of threat hunting are used to detect threats, if we were to replace 
traditional techniques with AI we can make the threat detection levels more accurate. Companies can 
also use AI for behavioural analysis, developing profiles of every application within an organizations 
network that’s processing high volumes of endpoint data. 

  Network security.

Traditional network has two main time intensive aspects, creating policies and understanding the 
network topographic of a business. Companies can leverage AI to improve network security by 
learning network traffic patterns, and recommending both grouping of workloads and also security 
policies. 

Modern networks are increasingly complex, requiring inhuman levels of awareness and response to 
keep them safe. As cyber criminals deploy increasingly sophisticated attacks powered by AI and ML, 
cybersecurity professionals must use those same technologies in response. 

LEVERAGING AI IN THE FIGHT 
AGAINST CYBER CRIME 
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64% of European Organizations are 
at heightened risk of ransomware 
attacks according to BitSight.



Supply chain attacks are on the rise, so one area we think could be critical as we enter 2022 is 
protecting these platforms from attack. The reason that supply chains are vulnerable to attacks is 
usually linked to vendors with poor security postures. Because vendors have vast networks just one 
compromised vendor often results in many businesses suffering data breaches. This is what makes 
supply chain attacks effective, the ability to target multiple businesses from one single vendor. So, 
what could be done to prevent these attacks? 

  Implement honey tokens.

Honey tokens are a virtual tripwire and are used to alert businesses about suspicious activity on their 
network. They pose as sensitive data, making the attackers think they’re valuable assets, but once 
activated it sends a signal alerting to an attack attempt. This gives an advanced warning to the attack 
and also an insight into the breaching method.

  Zero trust architecture.

A zero trust architecture assumes all network activity is malicious by default. Each connection must 
pass a strict list of policies before allowing access to intellectual property. ZTA can be powered by 
a Policy Engine, Policy Administrator and a Policy Enforcement Point. This system then runs a set of 
rules determined by the Trust Algorithm with the Policy Enforcement Point being the final gate keeper 
in the decision to allow access. 

  Identify insider threats.

Insider threats aren’t always maliciously motivated. In most cases they’re unaware of the risks 
associated. Providing employees with cyberthreat awareness training will help end users understand 
the potential threats they may cause inadvertently. 

PROTECTING AGAINST SUPPLY 
CHAIN ATTACKS 
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Ransomware can be extremely dangerous to an organisations infrastructure and networks, not to 
mention data. Research suggests there’s one ransomware attack every 14 seconds! But how can we 
stop these attacks? 

  Strong endpoint anti-virus security.

Stopping the malware from infecting systems from the endpoint is a must. Having a strong 
security solution will help with this and also give admins the ability to see when devices have been 
compromised and that all the security is up to date. 

  Email security, inside and outside the gateway.

Ransomware is commonly delivered through emails, so strong email security is crucial. Email gateway 
tech can filter email communications with URL  defences and attachment sandboxing to identify 
threats and block them. 

  Web filtering & isolation tech.

DNS filtering solutions stop users in their tracks when visiting dangerous websites, helping to stop 
the spread of ransomware and trojan horse viruses. 

STOPPING RANSOMWARE  
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there’s one ransomware attack every 

14 seconds!



With the rise in working from home throughout 2021 we know a lot of attention has been placed on 
network security. This growth in WFH has brought growing security threats, and a rise in ransomware 
attacks. Causing businesses to need to look at their security protocols. So how can we protect assets 
on WFH networks? 

  Get serious about remote work and cloud security.

Businesses should now look further than inspecting VPN connections. There should be a single 
unified strategy that includes cloud-based resources. After 2 years most businesses should now have 
the data to understand how WFH has impacted their applications, life cycle and IT infrastructure to 
implement new strategies. 

  Baseline traffic and behaviours.

Comparing how baselines look today compared to pre pandemic is one of the first steps to 
understanding the areas of networks that have been most impacted by the new patterns. Lots of 
organisations can see bottlenecks associated with cloud-based systems and quality of experience is 
being affected as a result. 

  Assess the current risk.

Understanding where the threats are likely to come from and what can be done to address them is 
a key to managing new threats. When the attack surface changes, so do the threat vendors. Many 
cybercriminals have shifted strategy by reducing volume and replacing them with tactics such as 
phishing, designed to exploit less secure remote devices. 

PROTECTING CLOUD ENVIRONMENTS 
& WFH  
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+44(0) 203 865 1330

hello@neuco-group.com

 Call or email us with the details below:

Follow or connect with us on social media through the links below:

Contact or connect

And there we have it, our view on the key trends in the Cyber Security 
industry for 2022.

We’d love to get your thoughts on these trends, and if there are any 
others we’ve missed, get in touch with us using the details below.

All the best,

neuco’s Content & Media team

We help you create 
the future, faster.

The Tech That
Connects Us

Global Recruitment & Executive Search 
New episodes every 
Wednesday!

Content & Media Satellite & NewSpace Connectivity Cyber Security


