INSIGHTS FROM
RSA 2022
At RSA 2022, we spoke to some of the most influential
minds in the industry to get their take on the future of
the Cyber Security industry.
We’ve collated these insights into this document for
you to enjoy!
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INTRODUCTION

RSAC San Francisco was one of the first major Cyber shows post Covid
– and a real bellwether for the overall health of the Cyber industry.
With the above in mind, we set out to speak to speak to a range
of decision makers at leading vendors to ‘take the pulse’ and we’ve
compiled their responses from the show in a single report.
All the best,
neuco’s Cyber Security team
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TONY WENZEL
HEAD OF SOLUTIONS ENGINEERING AT CENSYS

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
This is Censys’ second year at RSA. I think it’s a great use of our time to get out there and
talk to people and see how everybody’s doing.
It’s good to hear what the industry is talking about, and business is going in a friendly
atmosphere. You’re not getting IP or anything like that. But you’re getting the ‘we’re all in this
together’ mentality.
We’re looking forward to it to returning and are also attending at BlackHat this year too.

What are the key tech themes, trends & topics you’re seeing this year?
What I pay attention to is what’s happening in cloud identity and authentication and
privileged access.
A lot of companies are moving into cloud migration within the workloads in the cloud, but
there’s a lot of confusion about what’s out there, and then less visibility.
So a lot of the products that are popping up in the industry are geared towards controlling
the misconfigurations and identity problems that exist in cloud environments.
Developers are deploying their workloads into the cloud, and not always thinking of security
first, meaning there’s open ports and protocols which there shouldn’t be.

What is your view on how current global events will shape the Cyber market?
If you look at what’s happening in Europe and South East Asia, there is traditional warfare,
but also an increase in cyber warfare.
I think there will be a drive for more compliance mandates by governments to have security
first, leading to an increase in security budgets.
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TONY WENZEL
HEAD OF SOLUTIONS ENGINEERING AT CENSYS

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
It’s not a binary, there are many start-ups coming out of the US. However, we also have a
great deal of Israeli based start-ups that are creating tremendous products.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
We differentiate ourselves based on culture.
I think to build effective teams, especially in start-ups, where they’re smaller companies is
that you have to lead with the people first and provide an environment for them to grow and
learn.
What works for us doesn’t work for everybody. We found that in a retention standpoint,
quality of work life balance is the focus, rather than just paying top dollar.
We find that most people are going to opt for a better work culture rather than a poor work
culture, but higher pay.We are here right next to Silicon Valley. Do you feel that the US still
leads the way in Cyber tech innovation?

I think to build effective teams, especially
in start-ups, where they’re smaller
companies is that you have to lead
with the people first and provide an
environment for them to grow and learn.
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MAURITS LUCAS
DIRECTOR OF PRODUCT MARKETING AT INTEL 471

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
Massively happy to be back. It’s actually been two years!
I’m hearing that the maybe the attendance isn’t quite back to where it was pre-covid. RSA
usually has a unique position in the calendar that it is at that moment in the year that
everybody has just been allocated their budget.
The move of date this year may be a factor in a slightly lower attendance.

What are the key tech themes, trends & topics you’re seeing this year?
I think basically, if you look around, ransomware is the gift that keeps on giving.
As you understand more about how ransomware ecosystems work, and the whole chain of
how the ransomware infection works, it lays bare the the work that there is still to do.
It’s like the actors in the underground have hit upon a business model that fits almost any
type of target. Whereas a lot of the previous attacks for profit were directed at specific
organisations that met specific criteria.
There is also a rise in Swift Gateway attacks, not focused on a specific type of victim.

If you look around,
ransomware is the gift
that keeps on giving.
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MAURITS LUCAS
DIRECTOR OF PRODUCT MARKETING AT INTEL 471

What is your view on how current global events will shape the Cyber market?
In the best traditions of the cybersecurity market, many companies will see this as opportunity to
market FUD.
The political climate at the moment with Russia and the Ukraine is shaping the cyber market.
We see Belarusian activists, sabotaging and launching cyberattacks against railways & troops,
Russians launching cyber attacks against Ukrainian and other targets. We are also awash with
hacktivism.
The intensity of activity is to a level we haven’t seen before. I’m not going to use the word
cyberterrorism - It’s a nuisance, and it’s aimed at causing impact.

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
Yes, I feel I do and I say that as a European. It’s simply because of its size. The one thing is, I think,
Americans have this optimism that they just try it, see if it works.
I think the other bit, of course, is the regulatory environment here, allowing privacy and the ability
to do stuff and then the regulation will follow.
The other bit, of course, is that they’ve been doing this for so long that all the infrastructure already
exists.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
We have Thomas Bravo investment. So we are growing but we are such a small company
that I think we’re not big enough to be making an impact on the cyber market. We are very
specialist in our roles we do have.
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CANDID WÜEST
VICE PRESIDENT CYBER PROTECTION RESEARCH AT ACRONIS

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
I’m very pleased with being back on a physical conference - I attended the virtual one as well, it’s not
the same as face to face!
I have a speech tomorrow and you can see if they fall asleep. Seriously though, it also gives you the
opportunity to have more intimate conversations - good for business!

What are the key tech themes, trends & topics you’re seeing this year?
I’ve seen a lot of talks about EDR and XDR still on the market.
Most companies do not have well staffed CSIRT or a SOC. So, they want to automate as well. They
want the software to tell them, or even better be reactive.
Another trend is API security, or cloud container security.
A third one, programming and developer security, you get to see a lot of source code analysis and
making sure that you don’t add vulnerabilities, or leak source code to your competitors.

What is your view on how current global events will shape the Cyber market?
We’re starting to see more and more real-world consequences of cyberattacks, such as
supply chain issues. My hope is, of course, that we’re learning from it.
If you classify everything as critical, you don’t gain anything -though of course it’s not just
nuclear power plants or telecom providers that need security - we now realise supply chain is
important too.
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CANDID WÜEST
VICE PRESIDENT CYBER PROTECTION RESEARCH AT ACRONIS

it’s our responsibility
to start building for the
future.

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
We see strong markets coming up, like Israel and even in Europe, start-up scenes are maturing.
Innovation has happened in many other countries – we always have a joke that in the US you can
have a plan on a napkin and get $2 Billion over lunch! In Switzerland you need to show more to get
the money.
Silicon Valley is getting quite expensive. So, a lot of international teams or even start-ups are
emerging in places like Austin, Texas – and even geographies like Bulgaria, both cheaper and great
markets for talent.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
You have to find the right talent and keep them. We are hiring globally.
We, of course, try to be as attractive as possible. So the social aspects and providing a career
opportunity to go further, because smart people get bored quickly.
I want to hire smart people, and then listen to them not tell them what to do.
We do a few programmes where we train security to kids. We think it’s our responsibility to start
building for the future.
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JOHN KINDERVAG
CREATOR OF ZERO TRUST

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
My own sense is that RSAC is a tradition and people like traditions. It was good to reconnect with
folks in person.
The original purpose of the convention - to have a place where people to go to see new security
technology - is over.
It’s now about connection and community and the show floor pays for the excuse to get together.

What is your view on how current global events will shape the Cyber market?
We will all have jobs for a long time. Cyber is an adversarial business. There are only 2 others military and law enforcement.
Society has always needed those two and we are now peers with those industries.

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
Absolutely. We allow innovation and failure.
Other countries don’t. If you fail once in many places you never get a second chance.
Here many great successes failed massively before success.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
As a managed services business, we allow others to offload their talent shortage problem.
As a SaaS service, we can put people anywhere.
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RONEN YEHOSHUA
CREATOR OF ZERO TRUST

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
It’s around 80-90% of what we used to have before Covid - it’s great to meet people face to face,
there’s nothing like that for enabling engagement and discussion.
Thankfully we still have have a need for these major events in order to meet people in person.

What are the key tech themes, trends & topics you’re seeing this year?
I see that customers are flooded with information often around visibility detection and event
information. There’s someone out there that has to digest it all, and it is just too much! They can build
more and more security layers - but what do we do with that?
We’re hearing “I’m giving visibility, but I also need automation around digesting information, XDR things like that”.
We see a focus of attention to protection, to prevention - we have had enough with information,
which is great but it doesn’t help me because I’ve been breached. So can you help me to protect?

Talent in cyber has become
the most important factor in
this market from both sides.
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RONEN YEHOSHUA
CEO AND FOUNDER AT MORPHISEC

What is your view on how current global events will shape the Cyber market?
Obviously, the current situation with Russia and Ukraine, affects the market - and intensifies
the tension between China and the US.
We’ve seen new threat actors, moving their attention to new geographies where they haven’t
targeted before and we see more intensity.

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
Being an Israeli? Well, you know, so much innovation come from Israel. I would argue that most of
the innovation is coming from Israel first but we are small - so alongside that there’ll of course lots of
different innovation coming from the US and Europe.
The US market is more adaptive, more receptive to innovation to new technologies - that’s why for
Israeli companies it’s their No.1 market.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
Indeed, talent in cyber has become the most important factor in this market from both sides. From
one side, our customers, they need experts in order to cope with the sophistication of attackers, they
need more analysts, more threat hunters - and there’s a huge shortage.
From the vendor side they need people with knowledge in Cyber in order to build those defences.
Facing this threat globally the most important factor is talent shortages - you need people to manage
it.
That’s why on the customer side you see more and more activity around automation - and more and
more managed security services to meet the need.

INSIGHTS FROM RSA 2022

P.12

GLOBAL SPECIALIST RECRUITMENT

BOB GILBERT
VP GTM STRATEGY, CHIEF EVANGELIST AT NETSKOPE

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
Well, first of all, I don’t have to tell you over Zoom that you’re on mute, so I am very happy to
be here :)
I went into RSA hearing attendee count was going to be down significantly. I am very
surprised this feels like it was three years ago!
We’re looking forward to it to returning and are also attending at BlackHat this year too.

What are the key tech themes, trends & topics you’re seeing this year?
Zero Trust is everywhere. 90% of the vendors have a zero trust story and at the same time many of
the RSA attendees I have spoken to are unsure where to start on their zero trust journey.
My recommendation is to start by looking at zero trust as a set of guiding principles and not a
product. Aligning the people, process, and technology to enable your security program to effectively
follow zero trust principles is the recipe for success.

What is your view on how current global events will shape the Cyber market?
It is well documented that the number of cyber attacks has increased since the start of the
Russia-Ukraine war.
Our infrastructure and data were obviously already under attack prior to the start of the war,
but activity continues to increase.
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BOB GILBERT
VP GTM STRATEGY, CHIEF EVANGELIST AT NETSKOPE

I think everybody has a challenge with
cybersecurity nowadays, you know,
you could think of security being like
water, everybody needs it.

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
There is a lot of cyber tech innovation coming out of the US and Silicon Valley specifically. However,
cybersecurity tech innovation is taking place globally from start-ups in Israel and India to technology
vendors like Netskope that are headquartered in the US, but have global R&D centers.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
Talent is a continuing struggle in the industry.
I teach cybersecurity. It’s great to see the next generation of cybersecurity professionals passionate
about contributing to the ongoing fight. We just need more of them and the skills of security
professionals need to be constantly refreshed.
There is also an opportunity for security vendors to help organizations address the skills gap by
streamlining how security controls are deployed, implemented, and operated.
Netskope for example is unifying a set of security and networking capabilities into a single platform
- one console, one policy engine. So operationally, Netskope’s security platform is streamlined and
simpler to deploy and operate compared to disparate systems.
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BEN MILLER
VP OF SERVICES AT DRAGOS

After 2021’s RSAC virtual conference, how does RSAC 2022 compare to
previous years - and what’s the relevance of these types of events?
It puts a pep in everyone’s step to be able to interact and shake hands, and have
conversations away from a video screen!

What are the key tech themes, trends & topics you’re seeing this year?
News over the past year drives discussion; the impact of Colonial Pipeline, and Geopolitical events in
Ukraine - and what that means for the World’s critical infrastructure?
On the US side Government focus on positioning of critical infrastructure, specifically using
Operational Technology (OT).
More and more companies eg in Supply Chain realise that they are Critical Infrastructure - though
maybe hadn’t considered themselves to be - and they need to move forward with a security
programme.

What is your view on how current global events will shape the Cyber market?
This administration was the 1st to use the term ‘Operational Technology’ in Government releases and
we’ve been moving deeper into what this means at a policy level.
The challenge our customers have in OT is they often don’t know what equipment and devices are in
these environments.
It can be a challenge finding the right incident response data going back even 2 weeks to answer the
key questions.

Dragos as a company is very transparent
– where we are as a company and what
our focus is, which leads to a very clear
emphasis on our mission.

INSIGHTS FROM RSA 2022

P.15

GLOBAL SPECIALIST RECRUITMENT

BEN MILLER
VP OF SERVICES AT DRAGOS

We are here right next to Silicon Valley. Do you feel that the US still leads the
way in Cyber tech innovation?
I’m biased, but I think America is doing a good job in that space. It’s not just in Silicon Valley anymore
– it’s broadening out whether in Texas, or along the East Coast, there’s a lot more technology hubs
than there used to be.
Aspects of the pandemic have positioned it where folks can live where they want to live, and still get
recruited by some of the top firms.
It’s interesting to see that mix play out – who knows what it will look like in 5 years. Silicon Valley will
always be a hub, though the maturation of other parts of the World – not just the US – as a result of
the pandemic will be interesting to see.

Following on from that we all know the Cyber talent market is tight, how are
you finding talent attraction more generally – and how are you differentiating
yourselves?
We’ve done a few things to differentiate ourselves, Dragos as a company is very transparent – where
we are as a company and what our focus is, which leads to a very clear emphasis on our mission.
It also trickles down to our jobs website – the salary is there, the total compensation is there – so
there’s no negotiation. That is what someone is hired at, and if your peer is at that level you know
that’s exactly what they make. That’s about being fair and trying to remove all of the bias from all of it.
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Huge appreciation to everyone who contributed, thanks so much for
your time and opinions:

All the best,
neuco’s Cyber Security team

Contact or connect
Call or email us with the details below:

+44(0) 203 865 1330
hello@neuco-group.com
Follow or connect with us on social media through the links below:

New episodes regularly!

