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Cyber Security
Industry Snapshot
AI Agents, Ransomware & Real-
Time Risk Detection
August has spotlighted the next evolution in AI-driven 

cyber threats and defences. From ESET uncovering 

the first AI-powered ransomware to Rubrik unveiling 

recovery tools for rogue AI agents, it’s clear the sector is 

evolving rapidly. 

We also explore innovations from KnowBe4, Logpoint, 

and ThreatLocker, while Arctic Wolf provides a broad 

look at how businesses are already embracing AI across 

their cybersecurity operations.
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Featured Episode

Featured companies in this issue:
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Adopting Cyber Insurance, 
Oliver Pinson-Roxburgh, CEO 
of Defense.com

What companies are 
we most excited about 
in the Cyber Security 
industry.

View the report

Companies in Focus - Q3 2025

Featured Articles
Our pick of featured articles from 
across the industry.

Rubrik Launches Agent 
Rewind for AI Agent Recovery

ESET Discovers PromptLock: The 
First AI-Powered Ransomware

https://www.instagram.com/we_are_neuco/
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.neuco-group.com/wp-content/uploads/2025/07/Cyber-Security-Companies-in-Focus-Q3-25.pdf
https://www.linkedin.com/company/neuco
https://x.com/neucogroup
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Featured Articles
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Rubrik Launches Agent 
Rewind for AI Agent 
Recovery

View the article

Rubrik has introduced “Agent Rewind,” a new 
feature aimed at mitigating the potential 
damage caused by malfunctioning or 
compromised AI agents. 

The tool allows organisations to swiftly revert 
malicious or faulty agent actions and restore 
critical system states, bringing a new level 
of resilience to enterprise environments 
increasingly dependent on generative AI. 

This innovation sets a precedent for proactive 
response capabilities in AI-integrated security 
environments.

ESET Discovers PromptLock: 
The First AI-Powered 
Ransomware

View the article

PromptLock, the first known ransomware strain 

powered by generative AI has been uncovered 

by ESET. 

Capable of producing deceptive phishing 

emails and adapting to language contexts, this 

malware represents a significant shift in threat 

sophistication. 

By leveraging ChatGPT-generated prompts, 

PromptLock highlights how AI can be 

manipulated for malicious purposes, signalling 

an urgent need for new defensive strategies. 

Its emergence underscores the growing risks 

posed by AI weaponisation in cybercrime.

https://www.rubrik.com/company/newsroom/press-releases/25/rubrik-unveils-agent-rewind-for-when-ai-agents-go-awry
https://www.rubrik.com/company/newsroom/press-releases/25/rubrik-unveils-agent-rewind-for-when-ai-agents-go-awry
https://www.eset.com/us/about/newsroom/research/eset-discovers-promptlock-the-first-ai-powered-ransomware/
https://www.eset.com/us/about/newsroom/research/eset-discovers-promptlock-the-first-ai-powered-ransomware/
https://www.instagram.com/we_are_neuco/
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Industry News
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AI Integration Surges: Arctic 
Wolf’s Global Cybersecurity 
Survey

View the article

A recent report by Arctic Wolf shows nearly 75% 

of organisations have already implemented AI 

in their cybersecurity frameworks. The findings 

highlight a growing confidence in AI’s potential 

for threat detection and incident response, 

though concerns around risk and governance 

remain.

Logpoint Releases Detection 
Advisory for LameHug Malware

View the article

Logpoint has issued a detailed advisory on 

LameHug, a new AI-enabled malware attributed 

to APT28 and detected via CERT-UA. This 

malware leverages large language models to 

assess victim systems and formulate custom 

attack strategies in real-time. Delivered via 

a phishing email, LameHug highlights a shift 

toward dynamic, adaptive threats. 

KnowBe4 Enhances Human 
Risk Management with HRM+

View the article

KnowBe4 has expanded its Human Risk 

Management (HRM+) solution by adding new 

agentic AI capabilities. The updates focus on 

identifying behavioural anomalies and offering 

real-time mitigation suggestions, providing a 

deeper layer of defence that addresses human 

factors in cybersecurity.

ThreatLocker Launches DAC 
for Real-Time Configuration 
Risk Management

View the article

ThreatLocker has announced the release of DAC 

(Dynamic Access Control), a solution aimed 

at giving businesses real-time insight into 

configuration risks and compliance issues. The 

tool provides detailed visibility into endpoint 

behaviour, enabling proactive remediation and 

tightening control over IT environments.

https://markets.businessinsider.com/news/stocks/arctic-wolf-report-finds-nearly-three-quarters-of-organizations-have-already-introduced-ai-into-their-cybersecurity-posture-1035083156
https://markets.businessinsider.com/news/stocks/arctic-wolf-report-finds-nearly-three-quarters-of-organizations-have-already-introduced-ai-into-their-cybersecurity-posture-1035083156
https://internationalsecurityjournal.com/logpoint-detection-lamehug/
https://internationalsecurityjournal.com/logpoint-detection-lamehug/
https://www.knowbe4.com/press/knowbe4-deploys-additional-agentic-capabilities-to-bolster-customers-ai-defenses
https://www.knowbe4.com/press/knowbe4-deploys-additional-agentic-capabilities-to-bolster-customers-ai-defenses
https://www.threatlocker.com/press-release/threatlocker-launches-dac-empowering-organizations-with-real-time-visibility-into-configuration-risks-and-compliance-gaps
https://www.threatlocker.com/press-release/threatlocker-launches-dac-empowering-organizations-with-real-time-visibility-into-configuration-risks-and-compliance-gaps
https://www.linkedin.com/company/neuco
https://www.instagram.com/we_are_neuco/
https://x.com/neucogroup
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Featured Podcast
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Adopting Cyber Insurance - Episode 
46 - Oliver Pinson-Roxburgh, CEO of 
Defense.com

Explore the world of SME cyber security in this engaging 

episode with Oliver Pinson-Roxburgh, CEO of Defense.com.

Oliver shared insights on topics ranging from cyber 

insurance to critical thinking, highlighting why education 

is key. Listen now to discover practical ways SMEs can 

strengthen defences and stay resilient against today’s 

evolving cyber threats.
Listen on Spotify

Passionate about Cyber 
Security, Defense & Risk 
Management? 
We feature conversations with industry experts in the Cyber 

Security sector, including C-suite executives, thought 

leaders and innovators from global organisations.

 

From exploring AI in security, discussing cloud protection 

strategies, or examining the challenges of regulatory 

compliance, The Cyber Security Matters Podcast keeps you 

informed and connected to this rapidly evolving sector.

Discover our podcast

https://www.linkedin.com/company/neuco
https://open.spotify.com/episode/0xqO0P7WMLWgY8GEPV6TtI?go=1&sp_cid=e82c452119ccdc47412c248748328f4b&utm_source=embed_player_p&utm_medium=desktop
https://open.spotify.com/episode/0n5Tc0gdtEkF09jKzsLzDF
https://www.neuco-group.com/podcasts/cyber-security-matters-podcast/
https://www.linkedin.com/company/neuco
https://www.instagram.com/we_are_neuco/
https://x.com/neucogroup
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Looking to grow & hire? 
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We’re passionate about providing you with the best possible recruitment service, and delivering results. 
 
Whether you want to find your perfect candidate, reduce your cost to hire, or engage your next leader, we can help. 

Are you searching for 
the perfect candidate?

Specialist Recruitment

Explore Service

Expert global recruitment for senior 

and specialist roles, ensuring rapid, 

thorough searches to find the ideal 

candidate.

Do you want to reduce 
your cost to hire? 

Multi-Hire

Explore Service

Streamline hiring multiple roles with up 

to 35% cost savings, faster processes, 

and dedicated recruitment expertise.

Do you want to unearth 
your next leader?

Executive Search

Explore Service

Discover top leadership talent through 

tailored global searches, with a results-

based approach focused on long-term 

success.

Connect with the Cyber Security Team

Harry Baldwin
Principal Consultant

Callum Davis
Associate Consultant

Tom Wilding
Managing Consultant

Matt Rose
Consultant 

Gia Thomas
Associate Consultant

https://www.linkedin.com/company/neuco
https://www.neuco-group.com/services/specialist-recruitment/
https://www.neuco-group.com/services/multi-hire/
http://neuco-group.com/services/executive-search/
https://www.neuco-group.com/team/harry-baldwin/
https://www.neuco-group.com/team/callum-davis/
https://www.neuco-group.com/team/tom-wilding/
https://www.linkedin.com/company/neuco
https://www.instagram.com/we_are_neuco/
https://x.com/neucogroup
https://www.neuco-group.com/team/matt-rose/
https://www.neuco-group.com/team/gia-thomas/

